Linux Security in 10 Years
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Security Strategy

v Raise TCO
oTot al aowrsd e (DavbAibg)

v Ailm for skilled attackers
o APT these days

v Create unpredictable & hostile environment
o ASLR
o Infoleak removal
o No RWX in memory or on disk



Access Control != Security

v Often, Access Control only plays a role pest

exploitation

oA ol ast | ined of defen:
v Postexploitation, an attacker wants

permanence

v Develop more complex exploit that plays
along with publishedSELinuxpolicies?

v Attack that newperf countersystem call
completely unmonitored bySELIinu®



Access Control Won't Save You

v Vmsplice v Aoutloader
v Tee/splice v Brk

v Perf_counter v Mremap

v Move pages v Pipe

v ELFloader Vv Et c é



Kernel in the T(B

eSS,
v Lots of attention paid to hardeningiserland

v Nearly no mainline attention to the kernel
v What will attackers target?

v Enlightenment

o DisablesSELinux TOMOYQOMA,AppArmoy all other
LSMs

o Grants full root, full capabllities, works ixXen

o Upcoming LXGDpenVZsupport, since:

Adl f you aserenamespadeybdwe capabilities will
only be good for mani pul at
have created after you ente



Lessons From Last Year’s Exploits

Vv

Vv

Vv

\Y

Onlypublic exploits produce a change in public

perception of security

Kernel security wasnot
20009, | si mply showed
oeen

Unlike withTavisv. Microsoft, | recelved no
threats from Linux vendors

oAl t houghe
In the end, strongerSELinuxprotections,

strongermmap_mln addr much higher user
awareness



Decade TODO List (for you) pt.1

eSS,
v Removeinfoleaks
o Symbol information
o Slabinfo
o PAX_USERCOPY

v Remove RWX from kernel

v Protect sensitive data

o Constifyfunction pointers!
o IDT/GDTAkyscalltable/etc

o Vsyscallshadow table (sees g r a krermyote 0 s
SELinuxdisabling exploit)



Decade TODO List (for you) pt.2

v Protect against invaliduserland memory
accesses in genera

v Make refcount overflowsunexploitable
o Currently equivalent to usafterfree

v kmalloc(sizeoflsomestruct * attacker len)
o See recentethtool get_rxnfd) vulnerability

v Basically, secure the kernel! Your super fine
grained security systems will thank you




v PAX UDEREF
Found likely oldest Linux bugver (>= v0.01)
vgaarbdirect userlanddereference
NVIDIA directuserland dereference

v PAX_KERNEXEC

Enl i ghtenment wonot r-un (n
corruption based public exploits)

v PAX _USERCOPY
Foundheap-based ~64kb infoleak

v PAX_MEMORY_ SANITIZE
Found useafter-free in CONFIG_NO_ BOOTMEM



